«OCTOPOXKHO, MOLLIEHHUKH | »

B ycnoBusix passutusi U(POBOH SKOHOMHKH, HIEKTPOHHBIX TIATEKHBIX CHCTEM
[NEPCOHANBHBIX JJIEKTPOHHBIX YCTPOUCTB U HMHTepHeTa CTPEMUTENBHO BO3POCIIO
KOJIUYECTBO COBEPILICHHbIX ¢ UX HCIOIb30BAHUEM MPECTYIUICHUMA.

CoBepllICHUIO JTAaHHOW KAaTCrOpPHH MPECTYIUICHHH CIIOCOOCTBYIOT JOBCPUYHBOCTH
IpakJaH, HEIOCTATOYHAs WX OCBEJIOMIICHHOCTh M TIPEHEOPEKHTEIBHOE OTHOIICHHE
K AJIEMEHTapHBIM MpaBHUiIaM 0e30TMacHOCTH.

Jnsg  npeaynpexaeHuss [POTUBOIPABHBIX JEHCTBUH 10 JUCTAHIIMOHHOMY
XUUICHUIO [ICHSKHBIX CPEICTB BAXKHO 3alIOMHHUTD CICAYIOLICE.

Cotpy/iHUKH OaHKa 10 TelIe(OHY WIH B JIEKTPOHHOM IMHCHhME HE 3aIparinBaor:

e [ICPCOHAJIbHBIC CBCICHHS (CEepHsi U HOMEp TMaclopTa, aJpec PerucTpaiuu,

UM 1 (pamMIITHSI BIIaJIenblla KapThl);

e pekBU3UTHL, cpok aeiicTBus, [IMH- u CVV-koas1 0aHKOBCKUX KapT;

e maponu Wik koAael U3 CMC-cooOnieHMi s TOATBEPKICHHUS (PHHAHCOBBIX

oriepanyi Ui UX OTMEHBI,

e JIOTHH U MapoJib JUid BXOJa B JIUYHBIN KaOHHET KIIHeHTa OaHKa.

CotpynHUKH 0aHKA TakKe HE TIPe/1J1aratoT:

® YCTaHOBHTH TIPOTPaMMbl YJAJICHHOTO JOCTyna (MW WHBIE CTOPOHHHE
IIPUIOKEHHS) HA MOOMJIBHOE YCTPOWCTBO M PA3PENIUTh MOJK/IIOYEHHE K HUM
IO/, NPeIJIOroM TeXHUYECKON NOAJIEPKKH (HalpUMep, YAAJIeHUE BUPYCOB);

e tiepeiTu 1o cceuike u3 CMC-coobrienns;

e BKJIIOUMThL IHepeajjpecaidio Ha TejedoHe KIHWeHTa JUIsi  COBEPIICHUS
B JIAIbHENIIIEM 3BOHKA OT €ro UMEHH B 0aHK;

® 110JI MX PYKOBOJICTBOM TIEPEBECTH JUISi COXPAHHOCTHU JIEHEXHbIE CPEJICTBA
Ha «GalUIEHHbIe» WIH «0e30nacHble» Cuéra;

® 3aiiTH B OHIaiH-KaOuHeT no ccbuike U3 CMC-coo0LIeHHs] UaH YNIEKTPOHHOIO
MHUCbMa.

bank MokeT MHUIMHPOBATH OOIIEHHE C KIMEHTOM TOJIbKO JUISl KOHCYJIbTAIHi
no npegocTaBisieMbiM yciyram. [lpu 3TOM 3BOHKH COBEPIIAIOTCS C HOMEPOB,
yKa3aHHbIX Ha O0OpOTHOH CTOpOHE KapThl, HA O(HIMANLHBIX caliTaXx ¥ OaHKOBCKHX
JokyMeHTax. Muble HoMepa He UMEKOT HUKAKOr0 OTHOLIEHUS K OaHKY.

Yto0bl He cTaTh JKEPTBOW JAUCTAHUMOHHOIO MOIICHHWUYCCTBA  CHCAYCT
MCTIOJB30BaTh TOJIBKO O(HIIHANBHBIC KaHAJIbI CBSI3H:

e (opmbl 0OpaTHOM CBSI3M Ha caiiTe OaHKa H B MOOMIBHOM MPHJIOKCHHH;

e TerneOHBI TOPSYNX THHHIA;

® IPYIUIbI WK 4aT-00ThbI B MECCEH/Kepax (€C/IH TAKOBble HMEIOTCH ).

BaxHO NOMHUTH, YTO MOOHIbHBIC TPWIOKCHUA OaHKOB CIIeyeT CKauWBaTh
uepe3 oduuanbHbie Marazunsl (App Store, Google Play u T.11.).

HeoOX0/luMO y4YHTBIBATH, YTO JiepXKaTellb KapThl 00S13aH CaMOCTOSITEILHO
obecrneyuTb KOH(PUAECHIHAIBHOCTh €€ PEKBU3UTOB U B ATOM CBA3U U30€rath:

e IOAK/IIOUEHHS K OOLIEIOCTYIHBIM ceTsM Wi-Fi;

e wucnonbzoBanusi [IMH- wiu CVV-kojoB mnpu 3akaze TOBApOB U YyCIyr

yepes ceth «MHTEpHETY, a Takke 1o Tesedony (dakcy);
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e CoOOIIeHNs HA3BAHHBIX KOJIOB TPETHUM JHI[AaM (B MPOTUBHOM Cllydae Jo0bIe
OIepaLuK, COBEpPLIEHHbIE ¢ UX UCIONL30BAHHEM, CUHTAIOTCS BbIIOJHEHHLIMU
CaMHUM JIepsKaTesieM KapThl U He MOT'YT ObITh OIPOTECTOBAHbI).

[Ipu wucnonb3oBaHHH OAHKOMATOB OTAABAWTE IMPEANOUYTCHHE TCM, KOTOpBIC
YCTaHOBJIEHBI B 3AIMIIEHHBIX MECTax (HAaNpUMep, B TOCYUPEXICHUSX, orcax OaHKOB,
KPYIHBIX TOProBbIX LeHTpax). Ilepen ero mcronbzoBanueM, ocMoOTpure U yOeUTECh,
qTO!

e BCe onepaluu, CoBepuIaeMble MpeAblIyLUUM KIHSHTOM, 3aBepLICHb;

® Ha KIIABMATYPE U B MECTE /IS PUEMA KapT HET JIOMOJIHUTENIbHBIX YCTPOUCTBR,;

® OTCYTCTBYIOT HEMCIPABHOCTH U UHBIE MOBPEKICHHUS.

Cosepuras onepaiuy, He NPHUCIYIIMBAHTECh K COBETAM HE3HAKOMBIX JIHOIei
U HE MPUHUMANTE UX MOMOLIb.

I[Ipy HCMONB30BAaHHM COTOBBIX TeiePoHOB (cMapTdoHOB) colOmomaiTe
CJIE/IYIOIIHE TTpaBHIIa:

® IIpH VYCTAaHOBKC MOOWIBHBIX TMpPHIOKECHHH oOpalaiiTe BHUMaHHC Ha
MTOJITHOMOYHSI, KOTOpBIE OHHM 3allpalIuBarOT. byabre OCOOEHHO OCTOPOKHBI,
€CJId TPUJIOKEHUE MPOCUT MpaBa HA YTEHHE AJIPECHOM KHUTH, OTIPABKY
CMC-co0011eHHH 1 HHBIX YBEJOMICHHH, 10CTYI K ceTh «MHTepHeT;

e OTKJIIOYMTE B HACTPOHMKAX BO3MOKHOCTb HCIIOJb30BAaHHUA T[OJIOCOBOrO
YIIPaBICHHS MPHU 3a0JOKUPOBAHHOM 3KPaHC;

e He nepexoaure 1o ccbuikam u3 CMC-yBelomileHHH, pa3IMYHBIX YaTOB
U MECCCH/IKEpOB, He YOCIUBIIHCH B HX JOCTOBCPHOCTH (IIepe3BaHHBAWTE
JFOSIM HX TIPHUCIIABIINM);

e He [epPCUHCIIINTEe JICHEKHBIC CpPEJICTBA 3HAKOMBIM, POJCTBEHHHUKaMHU
u ONM3KMM IIMOAM Ha HMX TMpochkObl O TEpeBOJie JICHEKHBIX CPEJICTB
3  CMC-yBenomneHuii,  pa3jiMuHbIX  YaTOB u MECCEH/PKEPOB,
He yOelMBIIMCL B  HMX  JOCTOBEPHOCTH  (Ilepe3BaHUBAWTE  JIIOASM
UX [IPUCIIABIINM);

ITpu mcronb30BaHNKA WHTEPHET-CEPBUCOB, B TO YHUCJE JUIS TIOKYIKH W TPOJIAKH

TOBapOB M OkazaHus yciyr (Asuto, HOna 1 T.1.) 3amoMHHATE Psijl MPOCTHIX TPABHIL

® HCIOJIB3YHTE CpejIcTBa OOIIEHUS, TIPEIOCTaBICHHbIC TaHHBIMHA CalTaMH;

® HE NepexofuTh Ha «HHIMBHIYaJTbHOE» OOIIECHHE C TOCTOPOHHUMH JIHIIAMHU
C MCTOJIB30BAaHUEM JIMIHBIX HOMEPOB TEJIE(POHOB;

e HE TIIepe/laBalTe CBOM TEPCOHANBHBIC JIAHHBIE, B TOM HHCIA aJpec
MPOKUBAaHHS, KOHTAaKTHblE TeJie)OHbl, OAHKOBCKHE PEKBU3HTBI H KOJbI
MOJITBEPKIEHISI OAHKOBCKHUX OIEpAIlnii;

® UCIOJIb3YHTE TOJILKO TOPSiIOK U (DOPMBI  OIUIATBHI, TOJIyYEHHSI TOBApOB,
peyCMOTPECHHbIC TAHHBIMH UHTEPHET-CCPBUCAMMU.

[Ipu ommatre ToBapa U yciyr B ceTH «VHTepHeT» (0COOCHHO IpU MPHUBA3KE

K PEeryJsipHbIM IUIATeKaM WM aKkayHTam) TpeOyercsi BCerjia YUHTBIBaTh BBICOKYIO
BEPOATHOCTL [EpexXo/jia Ha MOJUIeNbHbIA CAlT, CO3JAaHHBIM JUISI KOMIIPOMETAIUU
KJIMEHTCKUX JIAaHHBIX, BKJIKOYAsl IJIATEKHBIE KAPTOYHbIE JIAHHBIE.

JAns MUHUMHM3ALHU  BO3MOXKHBIX XHUIUIEHHWH [pU [POBEJCHUH  OlepalHii

C UCIIONb30BaHuEeM ceTH « IHTepHeT» peKOMCHIYeTCS:



3

e 0QOpMHUTL BUPTYAIbHYIO KapTy C YCTAHOBJIIGHHEM pa3zMepa HH/MBU/IyaIbHOTO
JMUMHUTA, OrPAHUYHUBAIOIIErO ONepalu¥, B TOM YHCJe C MCIOJIb30BAHHEM
ApYyrux OaHKOBCKHUX KapT;

e BHUMATENbHO YHUTaTh TeKCThl CMC-cooOuieHHH U HMHBIX YBeIOMIIEHUH
C KOJJaMH NOATBEP>KICHUHN, IPOBEPATh PEKBH3UTHI onepauuii. ECii pekBH3HUTHI
HC COBIAJAIOT, TO TAKOH Mapollb BBOJUTH HEJIb34.

Korma ©OaHk cuWraer coBepliaeMble OT WMEHH  KIIMEHTa  OINEpaliH
[0/103PUTENLHBIME, OH MOXKET IO CBOCH MHUIIMATHBE BPEMEHHO 3a0JIOKUPOBATh JOCTYIL
K cepBucaM CMC-0anka u owiaiin-kabunera. Eciin onepaiiuu CoBepllieHbl JepKaTeieM
KapThl, JUIsI OBICTPOrO BO30OOHOBIECHMS JOCTYIIA K JEHEXHBIM Cpe[IcCTBaM JOCTATOYHO
MO3BOHHUTH B KOHTAKTHBIM LEHTP OaHKa.

B ciydae yrepu minm cMeHbl HOMepa Tene()OHA, MPHUBSI3AHHOTO K 0aHKOBCKOWH
KapTe, HeOOXOUMO:

e cBs3aThes ¢ DaHkoMm Jyisi orkinodenus yciyru CMC-yBeiomiieHust;

e 3a0JIOKHPOBAaTh CUM-KapTy, 0OpaTHBIIMCH K COTOBOMY OIEpaTopy.

[Ipy BO3HMKHOBEHMHM MaJEHIIUX TOJO3PEHUI HACYeT MPEeANPHHAMAEMBIX
MOMbITOK COBEPUICHHS MOIICHHUYECKHX [EHCTBHH ClielyeT He3aMeUTUTEeIbHO
YBEJIOMISITH 00 3TOM OaHK.

CoOmro/ieHre TPOBEICHHBIX MEpP M PEKOMEHJALMH TMO3BOJIUT TIPEIOTBPATHTH
cJlydau JINCTAHIIMOHHOTO XHIIEHHS JIEHEHBIX CPEJICTB.

IIpokyparypa baiimakckoro parioHa



